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JncTaHUMOHHOE MOWEHHNYECTBO — 6uy COBPEMEHHOCTU

YBaxaewmble rpaxgaHe! MexmyHuumnanbHbeii otaen MBI Poccun «FOpbAHCKMn»
MHdOpMUpPYET O TOM, KaK He CTaTb XXepTBOW MOLLEHHUKOB

HecMoTps Ha wupokoe nHHOOPMMPOBaHNE HACENEHNS Yeped TENEBMAEHNE, NeYaTHbIE U
NHTEPHET-N34aHNs CPEACTB MACCOBOW MHCPOPMALIMKN O pacipoCTPaHEHHbIX doakTax
OMCTAHLMOHHOMO MOLEHHNYECTBA, UX YUCNO, @ COOTBETCTBEHHO M NUL, NOCTPanaBlmX OT
LEeACTBUIA MOLWEHHVKOB, HEYKNTOHHO pacTéT. MNpecTynHblii MUPp He NepecTaeT NPUAyMbIBaTb
BCE& HOBble cnNocobbl 06MaHa 1 3aBnageHns Yy>XUM UMyLLECTBOM 1N AEHbraMK, NCMONb3ys npu
3TOM COBPEMEHHYIO TEXHUKY U TENEKOMMYHMKALUNOHHbIE CETHU.

KpaTKO OCTAaHOBMMCSA HA CaMbIX paCI'IpOCTpaHéHHbIX Bnaoax MOWEeHHN4eCTB.

1. B nocnegHue roapl WMPOKYO NONYNSPHOCTb NONYYUIN CMC-PaCChIZIKU U 3NEeKTPOHHbIe
nUcbma ¢ COOOLLEHUSIMU O BbIUTPbiLLe aBTOMOOUNS NMOO APYrux LeHHbIX NPU30B

. [Ins nonyyeHms «BblUrpbia» 310yMblWIEHHUKN 0ObIYHO MPOCAT NEPEBECTU Ha 3NEKTPOHHbIE
cyeTa onpeneneHHyo CyMMy OeHer, MOTUBUPYS 9TO HEOOX0AMMOCTbIO ynnaThl HANOr 0B,
TaMOXEHHbIX MOW/WH, TPAHCNOPTHbIX pacxonoB v T.4. [locne nonyyYyeHns OeHeXHbIX CPeacTB
OHW NepecTatoT BbIXOAMTb Ha CBS3b MO0 NPOCSAT NepPeBECTN AOMNONHUTENbHbIE CyMMbl HA
OoopMNeHNE BbiUrpbIwa.

OrpaanTb cebst 0T NogobHOro poaa NPecTynneHni npeaenbHo NpocTo. MNpexae Bcero
HeobxoamMMo BbiTb GnaropasymHbIM. 3aayManTecb Ham TeM, MPUHUMANK Nn Bbl y4acTue B
PO3bIrpbile NPM30B? 3HaKoMa v BaM OpraHvM3auus, HanpasmnBLas yBeaoMneHve o
Bbivrpoiwe? OTKyAa opraHm3aTopam akLyn N3BECTHbI Bally KOHTAKTHble AaHHble? Ecnu Bbl He
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MOXETe OTBETUTb XOTS Obl HA OLMH M3 3TUX BOMPOCOB, PEKOMEHIYeM BaM NMPOUrHOPMPOBaTb
nocTtynuewee coobuieHne. Jliobas npocbba nepeBecTn AeHeXHble CPeacTsa ANs NoMyyYeHNs
BbIUrpbIA AOMXKHA HACTOPOXWTb Bac. NMOMHMTE, 4TO BbIUIPbIW B NIOTEPEI0 BeyeT 3a coboit
Hanorosble 06513aTeNbCTBA, HO NOPSLOK YNiaThl HANOrOB PErn1aMeHTUPOBaH AEACTBYIOWNM
3aKOHOOATENbCTBOM U HE OCYLLECTBNSIETCS NOCPEACTBOM NEepeBoaa AEHEXHbIX CPEACTB Ha
3NEeKTPOHHbIE cYeTa rpaxaaH U opraHnM3aumnii Unn T.H. «9NEKTPOHHbBIE KOWENbKI».

2. Hepenku cnyyav MOLLUEHHUYECTB, CBAA3aHHbIX C AeATeNIbHOCTbIO MHTEPHET-Mara3mHoB U
cavTOB MO Npopaxe asuabunetos . YeM npuBnekaroT noTeHUManbHbIx
XepTB MoweHHUKN? Mpexae Bcero - HEOBOCHOBAHHO HM3KMMK LieHamu. [Npu 3aka3e TOBapoB
BaC MOMPOCAT BHECTW NpefonnaTy, 3a4acTyo NyTEM BHECEHNSI AEHEXHbIX CPEACTB HA HEKWIA
BUPTYyanbHbIA KOWENEK NOCPEeACTBOM TEPMUHANA aKcnpecc-onnaTtol. [lanee marasuvH B
TEeYeHMe HECKONbKMX AHel ByaeT npuayMbiBaTb OTrOBOPKM 1 06ewwaTb BaM CKOPYO LOCTaBKY
TOBapa, a NoToM 6eccnefHo ncyesHeT NMBO NPUWNET HEKAYECTBEHHbIN TOBAp.

Llenb nogobHbix caToB — 06MaHyTb MakcManbHOe KONMYEeCTBO NoAel 3a KOPOTKMA CPOK.
Bckope nocne npekpateHns paboTbl caiT BO3POAMTCS MO APYroMy afpecy, C Apyrim
ON3aliHOM U MoA APYrM Ha3BaHWEM.

Ecnu Bbl xOTUTE KynnuTb TOBAp MO npegonnaTe, MOMHUTE, YTO CEPbE3HbIe MHTEPHET-MarasuHbl
He ByayT NPOCUTb Bac NepevyncnnTb AeHbrv Ha BUPTYasbHbIA KOWeNek UM cHeT MobunbHOro
TenedgoHa. lNonwmnte nHpopmaumio o marasuHe B cetu VIHTepHeT, NOCMOTPUTE, Kak AONr0 OH
Haxo4oMTCs Ha pbiHKe. Ecnu Bbl UMeeTe Oeno ¢ canToM KPYrnHON Unn n3BeCTHOW BaM
KOMMNaHun, ybeamTtechb B MPaBuIbHOCTM HaNMcaHWsa agpeca pecypca B afpecHoin CTpoke
Bawero 6paysepa. MNpn HeobxoouMocTn NOTPebyiiTe OT aAMUHUCTPATOPOB MarasviHa
npenocTtasnTb Bam MHGOpMaLMIO O IOpUANYECKOM NnLe, NPOBEPbTE €€, UCMONb3Ys
obwenocTynHble 6a3bl AaHHbIX HANOrOBbIX OPraHOB M PEecTp opuanyeckmx nuiu. Ybeautech B
TOM, 4YTO Bbl 3HaeTe agpec, No KOTOPOMY Bbl CMOXETe HanpasUTb NPETEH3N0 B Ciy4yae, ecnu
Bbl Oy ieTe HeJOBO/bHbl MOKYMKOIA.

3. 3aMeTHO yyacTunucb cnyyam pacchinky CMC-COOOLLLEeHUI, coaepXaLLux UHdbopMaL Mo o
TOM, UTO 6aHKOBCKasi KapTa aboHeHTa 3a6nokupoBaHa B CUNy psiaa NPUYMH

. iHor na nonobHble coobuweHns coaepxaT npuabiB NePeBeCTV AeHbrv Ans pa3bnoknpoBKu
KapTbl, MHOrAa aboHeHTa NPOCSAT NO3BOHWUTbL WU OTNPABUTb CMC HA KOPOTKUIA HOMEP.
HeobxoanMoO NOMHUTL O TOM, YTO €AMHCTBEHHAs OpraHn3auunsi, Kotopast CMOXeT
NponHMOPMMPOBaTL Bac O COCTOSHMU Ballel KapTbl — 3TO 6aHK, 06cnyxusatowumii ee.
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NMPABWNA BE3OMACHOCTW C BAHKOBCKOW KAPTOW

MepBoe 1 rnaBHoOe NpaBunno: HUKOMYy He coobwaTtb MMH-kon Bawei kapTol nnn CVV-koa (3
LuMdppbl ¢ 06paTHO CTOPOHbI KapThbl), naponu n3 CMC. 3T1oro Henb3s aenatb, Aaxe ecnu Bam
npuxoant CMC ¢ Takoi npocbboii ikobbl OT Balwero 6aHka Unm ecnm 3BOHUT «CrieumanmcT
6aHka». CnpawnsaTtb KOAbl KAPTbl HACTOAWME BAHKOBCKUE COTPYAHNKN HE UMEIOT NpaBa.

BTOpOG npasuno: onsd 6e3onacHoCTK 0bHanNMuYMBaTb OEHbIU nydywe B 6aH|<omaTax, KOTOpble
YCTAHOBNEHbI BHYTPU oTaoeneHun 6aHKoB Unn KPYMNHbIX TOProBbiX LLEHTPOB.

TpeTbe npasuno: noakntoyne CMC-nHopmmnpoBaHne 06 onepaumsx No KapTe, Bbl COXpPaHUTe
KOHTPO/Nb 3a AEHEXHbIMU CpeAcTBaMW. B cnyyae He3akOHHO onepaunn Bbl TYT Xe 3amMeTuTe
MOCTOPOHHME CMNCAHUS U YyX1e MaHUNYNSaunnM U cMoXxeTe BbicTpee 3abnokmpoBaTth KapTy.

4. OouH 13 NonynsipHbIX CNOCOOG0B MOWEHHNYECTB, OCHOBAHHbIX HA AOBEPU, CBA3AH C
pasmelleHneM 06bSIBNIEHMI O NPOAaXe TOBAapPOB Ha 3NEKTPOHHbIX A0CKaX 06bABNEHUN U
MHTepHeT-ayKLIMoOHaxX . Kak npaBsuno, MOLWeHHVKN NPUBIEKaOT CBOUX XEPTB
3aHVXXEHHbIMU LiIeHaMU 1 BbIrOAHLIMM MPEAIoXEeHNSIMU U TPebyIoT NnepeyncneHms
npegonnatbl NyTeM nepesona AeHeXHbIX CPeACTB Ha 3MEKTPOHHbIN Kowenek.

Bnaropasymune nomoxert n 3aecb. BHUMaTenbHo n3yynte o6 bsBNeHNe, MOCMOTPUTE
NHGOOPMaLMIO O NMue, pa3MecTmMBlEM ero. Ecnn Toproesas nnowanka MMeeT CUCTEMY
PENTUHIOB NPOAABLIOB, M3Y4YNTE OT3bIBbl, OCTABNIEHHbIE APYrUMU NOKynaTensiMm, He 3abbiBasi,
04HaK0, O TOM, 4TO MPECTYMHWKMN MOTYT OCTaBNSATb MONOXUTENbHbIE OT3bIBbI O cebe,
NCMonb3ys AOMONHUTENbHbIE Y4YeTHble 3anuncu. BocnonbayinTtecb MHTEPHET-NomckoM. ViHorpa
LNOCTATOYHO BBECTU B (DOPMY MomcKa TeNEOHHbIN HOMEP NN CETEBOW NCEBAOHNM Npoaasua
ONs TOro, 4T06bl 06HAPYXUTb, YTO 3TN AAHHbIE YXE UCMONb30BAIUCh B LIENSIX XMLWEHNS
LNEHEXHbIX CpeacTB u obmMaHa nokynartenen.

MocMOTpUTE CPELHIO CTOMMOCTb aHaNornyYHbIX TOBApPOB. Yepecuyp HM3Kasi CTOMMOCTb
LOJIXHa BbI3BaThb y Bac nopno3perve. Ecnv npoaaeel TpebyeTt NnepeyncnnTb eMy nosiHyo 1Unm
4aCTMYHYIO Npegonnaty 3a npuobpeTaeMmblil ToBApP HA 3NEKTPOHHBIA cYeT, nogymanTe,
HaCKO/IbKO Bbl FOTOBbI JJOBEPATH HE3HAKOMOMY YenoBeky. [oMHMTE, YTO Nepevmncnsst 4eHbr
HE3HaKOMbIM NMLLaM NOCPEACTBOM aHOHUMHbIX MNaTeXHbIX CUCTEM, Bbl HE UMEETE FrapaHTui Nx
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BO3BparTta B C/iy4ae, eCnn coefika He COCTOUTCA.

5. Ecnu Bbl nony4unn CMC unu MMC coobLuieHune co CCbIIKOM Ha CKaunBaHUe OTKPbITKM,
My3blKMW, KAPTUHKW WU KaKou - HUbyab Nporpammbl , He cnewuTe
oTKpblBaTh €é. [Nepenas no ccoinke, Bbl MOXETE, CaMn TOro HE N0J03peBas, NONYYNTb HA
TenedoH BUPYC U1 OPOpMUTb MOAMUCKY HA NnaTHble YCyru.

MocMoTpunTe, C Kakoro Homepa 6bino oTnpaeneHo Bam coobueHne. Jaxe ecnm coobuweHre
npucnan KTo -TO U3 3HAKOMbIX BaM Nnofeit, byneT npaBuibHO OONOMHUTENBHO yOeamTbCs B
9TOM, Beab coobuieHne Morno BbiTb OTNPABAEHO C 3apaXeHHoro TenedgoHa 6e3 ero segoma.
Ecnu oTnpaBuTenb BaM He 3HaKOM, HE OTKpPbIBaNTE €ro.

MNMoMHWTE, 4TO YyCTAaHOBKA aHTUBMPYCHOr0 NPorpamMmmHoro obecrnedyeHusi Ha MobunbHoe
YCTPOWCTBO - 3TO HE MPUXOTb, @ Mepa No3BONSIOWAs NOBLICUTL Bawy 6e30nacHOCTb.

6. MHorve noam cerogHs NOJNIb3YKOTCA pa3/IM4dHbIMKA NMporpamMmam Ons obmeHa cooblweHnsMm
N NMEKOT akKKayHTbl B COUMalbHbIX CEeTSX. ns MHOrnx oblieHne B ceTu cTano HacToNbKo
NPUBbIYHbIM, 4TO MPaKTUYECKN NONMHOCTbIO 3aMEHN/IO HEMNMOCPEACTBEHHOE XMNBOE obueHue.

npeCTyrlHI/IKaM B HaWW OHN He HYXHO NPpOoBOOUTb CJI0OXHbIe TeEXHU4YeCKue MeponpusaTusa
Ang noaydyeHns nocrtyna K nepcoHasnbHbIM OaHHbIM, TIOOUW OXOTHO Aendarcd UM caMu

. Paamewasn getanbHble cBeneHns o cebe B coumanbHbIX ceT4Xx, nonb3oBaTtenn OoOBepsAoT UX
TbiCsi4aM N0Oen, naneko He Bce n3 KOTOpPbIX 3aCnyXmnBaloT OOBEPUA.

ObLeHre B ceTu B 3HAYUTENbHOM Mepe 06e31nYeHo, 1 3a gpoTorpacpuein npodouns MoxeT
CKpbIBaTbCsl KTO yrogHo. [oaToMy He cneayeT packpbiBaTb Masio3HaKOMOMY YENOBEKY Takume
noapoOHOCTM Ballein XU3HN, KOTopbie MOryT ObiTb MCMONb30BaHbI BO Bped. [ToMHMTE 0 TOM,
4TO BUOEO W ayaMOTPaAHCASILUN, PABHO KakK W NOTVH Balleld CeTEBOI Nepennckn, MoryT ObiTb
COXPaHeHbI 3/10YMbllIEHHUKAMI 1 BMOCNEeACTBMM UCMONb30BaHbl B MPOTUBOMPABHbIX LIENSIX.

He 3abbiBaiiTe, 4TO HUKTO Nyylwe Bac caMux He CMOXET No3aboTUTbCA O COXPAHHOCTY TOW
NINYHOW MHCPOPMALIMK, KOTOPOW Bbl HE XOTUTE OENUTHCS C OOWECTBEHHOCTbIO.
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7. MOLWEeHHUKN npenocraBnsaAroTCA paGOTHVIKaMI/I opraHos coumanbHOW 3aLlUThl,
6nar0TBopmeanblx opraHuaau.uﬁl — nofobHble MOLWEeHHNn4YeCTBa, Kak npasnno, CB43aHbl
C NMPOHUKHOBEHMEM B XWJ/ble NOMeELlleHnA rpa>X oaH, copepuarTcyd npecTynHnKamm B OONHOYKY
nnbo BaBoeM. Pexe oTMevaeTcs KONMMYecTBO NnpecTyrnHMKOB bonee OBYX.

MoweHHUKKN noa Npeanorom 0OOpPMNEHNS LOKYMEHTOB AN NOCOOWIA N coumanbHbIX
BbINNAT, NbrOTHLIX MPOE3AHbIX 6UNeToB, Npa3aHNYHbIX HABOPOB, MPUOBPETEHUS NPOLYKTOB
MUTaHMS MO HU3KMM LIeHaM NonyyaroT B BUAE Onnatbl 3a 3TU AEACTBUS AEHBIN C NPecTapenbix
rpaxnaH, NeHCMOHEePOB, BETEPAHOB BOMHbI, MOC/E HYErO CKPbIBAKOTCS.

OTMeyeHbl CNyYan MOLEHHUYECTBa NoAg NpennoroM obmMeHa AeHeXHbIX CPeAcTB Ha SIKOOb
nocTynuBlWKe B obpalieHne Kynopbl HOBoro obpasua. B aToM cnyyae npecTynHukm
3aBOpaYMBalOT HACTOSIWME OEHbIN B NONMATUIEHOBLIN NakeT 1 B NpoLecce 0bweHns ¢
NOTEepneBWUM NOAMEHNBAIOT €r0 Ha NaKeT C Hape3koi raseT unm bymaru. MNpu coBeplieHnm
yKasaHHbIX NPECTYNIeHN HEPEeOKO MMEET MECTO (PakTOpP NCMXONOrMYECKOro KOHTPONS
noTepneswnx (FTMMHO3).
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